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The overall aim of SAFEST is to enhance
mmm the scientific and technological

B capacity of Tallinn University of
Technology (TalTech) in the field of
= Hordware Security, fo be achieved
mmm through networking activities with its
B internationally leading Twinning

— partners: CNRS/UM, KU Leuven, TUM
s ONd TU Graz.

To achieve this, the 3-year project
from 2021 to 2023 builds upon the
existing strong competences of
TalTech in closely related fields, to be
complemented by the specific know-
how of the Twinning partners in test
for security, reverse engineering and
defences, side channel attacks, and
hardware-software architectural
vulnerabilities.

o SAFEST SUMMER
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o NEW SAFEST
YOUTUBE CLIP
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The project has received
funding from the European
Union’s Horizon 2020
research and innovation
programme under grant
agreement No 952252.
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SAFEST SUMMER SCHOOL IN GRAZ IN SEPT 2023
SUMMER SCHOOL 2023

Graz Security Week 2023 was held from 4.-8.
September, and the SAFEST Summer School of 2023
‘,m also took place under the auspices of it. The main
wwmwwf"”s topics of the summer school were:
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Runtime Security,

Side-Channels,

Privacy,

Secure Cryptographic Implementations,
Security Verification.

The full programme is available at
https://securityweek.at/2023/

There were 12 SAFEST participants, mostly ESRs, from five
different countries attending and joining in to the
discussions af the Graz Security Week in 2023.

NEW PUBLICATIONS Multiplierless Design of High-Speed Very Large

Constant Multiplications

In the 2nd half of 2023 SAFEST partners published one
jointly authored paper in an internationally renowned
conference proceedings in addition to the publication
highlighted in the previous section:

“Multiplierless Design of High-Speed Very Large Constant
Multiplications” by Levent Aksoy, Debapriya Roy, Malik
Imran, and Samuel Pagliarini in the proceedings of 2024
29th Asia and South Pacific Design Automation
Conference (ASP-DAC). Read the paper at
https://arxiv.org/abs/2309.05550

Congratulations to all authors!

NEW SAFEST VIDEO ON YOUTUBE

ANALOGY: A SEESAW IN A PLAYGROUND ﬁ

' . Prof Samuel Pagliarini has recorded a short 10-minute
talk “Is it possible to fingerprint a computer chip?” for
a high-school audience that explains how we can get
digital signatures out of computer chips. From these
signatures, we can tell whether a chip is authentic or
fake. The technology behind these signatures is a

e Physically Unclonable Function, or PUF. We can get
Same snsweel PUFs out of SRAM memory bits.

The video is available at
https://youtu.be/WpfSITw32MU

or browse the other SAFEST-project related videos
here: https://www.youtube.com/@safestproject155

Two young scientists try to
balance the toy...

Step 1: level both sides
Step 2: release
Step 3: observe



https://securityweek.at/2023/
https://arxiv.org/abs/2309.05550
https://youtu.be/WpfSITw32MU
https://www.youtube.com/@safestproject155
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STAFF AND ESR EXCHANGES IN YEAR 3

In 2023 17 staff meetings took place online and
aftended by 3 staff members from TalTech, 2 from KUL,
2 from TUM and 1 from TUG while 14 ESR meetings took
place the same year and atftended by 3 ESRs from
TalTech, 1 from KUL, 5 from TUM and 1 from TUG. All
these meetings are listed at
https.//safest.taltech.ee/exchanges-2023/.
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There were also nine physical short-term exchanges in
2023: 4 CNRS and 1 TUM staff to TalTech, 2 TUM and 1
TUG ESRs to TalTech while 1 TalTech ESR visited TUM.

WRAP-UP OF SAFEST PROJECT

The SAFEST project is approaching the end of its 3rd year,
which marks the end of the planned life cycle of this multi-
partner international cooperation project.

And what aride it has been! Start of the project coincided
with the explosion of global corona pandemic, which
caused most of the exchanges to become virtual — more
than 130 online meetings, big and small, have taken
place. Despite that over 20 real-life exchanges and 5
summer schools took place in all the countries of the
consortium partners. 12 jointly authored papers in both
conference/workshop proceedings and renowned

international journals were published. SAFEST project [
spread information via mailing list, 6 newsletters like this o
Gee

one, a website, YouTube channel, ledaflets and posters.

By no means does the end of the project mark the end of
cooperation between the SAFEST consorfium partners.
The many working partnerships and friendships will
continue under new collaborations. So, see you around!



https://safest.taltech.ee/exchanges-2023/

