SAFEST

NEWSLETTER

ISSUENO 5 | JUNE 2023

SAFEST

==QOUR PROJECT

The overall aim of SAFEST is to enhance
mmm the scientific and technological

B capacity of Tallinn University of
Technology (TalTech) in the field of
= Hordware Security, fo be achieved
mmm through networking activities with its
B internationally leading Twinning

— partners: CNRS/UM, KU Leuven, TUM
s ONd TU Graz.

To achieve this, the 3-year project
from 2021 to 2023 builds upon the
existing strong competences of
TalTech in closely related fields, to be
complemented by the specific know-
how of the Twinning partners in test
for security, reverse engineering and
defences, side channel attacks, and
hardware-software architectural
vulnerabilities.

o SAFEST TALLINN
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The project has received
funding from the European
Union’s Horizon 2020
research and innovation
programme under grant
agreement No 952252.
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SAFEST SUMMER SCHOOL IN GRAZ IN SEPT 2023

Graz security week 2023 will be held from 4.-8.
September, and under the auspices of it the SAFEST
Summer School of 2023 will also take place. The main
topics of the summer school are:

e Runtime Security,
Side-Channels,
Privacy,
Secure Cryptographic Implementations,
Security Verification.

The programme is available at
https://securityweek.at/2023/

SAFEST participants do not have to pay the
registration fee to attend the Summer School. Please
discuss with your supervisor/Pl about attending the
event. Ask your Pl for the link to the free registration!
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SAFEST TALLINN WORKSHOP 2023

The 3rd SAFEST workshop took place in Tallinn, Estonia
from June 19 to June 21. During the three days
participants from all the SAFEST consortium members
delivered and attended talks on numerous HW security
topics, like:

* Logic locking,

e Side Channel Leakage,

e Post-quantum Cryptography,

*  Homomorphic Encrypfion,

e and much more during the more than 20

presentations.

Social activities included a tour of the Old Town, a spa
visit and a joint dinner at a seaside restaurant aptly
called Ocean 11.

The event info and presentation slides are available on
the workshop's webpage:
https://safest.taltech.ee/events/safest-workshop-2023-
in-tallinn-june-19-21-2023/
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LAST CALL FOR STAFF AND ESR EXCHANGES

SAFEST staff exchanges and ESR exchanges confinued in
the 1st half of 2023 (Jan-June) mostly virtually, but the
number of physical visits has clearly picked up — 8

compared to 3 in the last year’'s same period.

All these meetings are listed on SAFEST website at

https://safest.taltech.ee/exchanges-2023/

The previous years can be found at
https://safest.taltech.ee/exchanges-2021/ and
hitps://safest.taltech.ee/exchanges-2022/

NEW PUBLICATIONS

In the 1st half of 2023 SAFEST partners continues strong
in publishing four joint authored papers in
internationally renowned conferences and journals:

“Resynthesis-based Attacks Against Logic Locking” by
Felipe Almeida (TalTech), Levent Aksoy (TalTech),
Quang-Linh Nguyen (CNRS), Sophie Dupuis (CNRS),
Marie-Lise Flottes (CNRS), and Samuel Pagliarini
(TalTech) in the proceedings of " 2023 24 International
Symposium on Quality Electronic Design (ISQED)". See
more at https://arxiv.org/abs/2301.04400

“Hybrid Protection of Digital FIR Filters” by Levent Aksoy
(TalTech), Quang-Linh Nguyen (CNRS), Felipe Almeida
(TalTech), Jaan Raik (TalTech), Marie-Lise Flottes
(CNRS), Sophie Dupuis (CNRS), Samuel Pagliarini
(TalTech) in the “IEEE Transactions on VLSI”. Have a look
at https://arxiv.org/abs/2301.11115
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NOW is the best time to make ON-SITE visit plans for
the remainder of SAFEST project till the end of 2023.

We encourage you to visit TalTech for the face-to-
face meetings with the colleagues you have had
so many online meetings with. Similarly, the TalTech
SAFEST staff and ESR are welcome to visit their
partners at other SAFEST consortium universities.

Resynthesis-based Attacks Against Logic Locking

Samuel Pagliarini
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https://safest.taltech.ee/exchanges-2021/
https://safest.taltech.ee/exchanges-2022/
https://arxiv.org/abs/2301.04400
https://arxiv.org/abs/2301.11115

ISSUE NO 5 | JUNE 2023

“High-speed SABER Key Encapsulation Mechanism in
65nm CMOS” by Malik Imran (TalTech), Felipe Almeida
(TalTech), Andrea Basso (TUG), Sujoy Sinha Roy (TUG), and
Samuel Pagliarini  (TalTech) in  the “Journal of
Cryptographic Engineering (JCEN)". More info at
https://eprint.iacr.org/2022/530

“Towards High-speed ASIC Implementations of Post-
Quantum Cryptography” by Malik Imran (TalTech), Aikata
Aikata (TUG), Sujoy Sinha Roy (TUG), and Samuel Pagliarini
(TalTech) in the “IEEE Transactions on Circuits and Systems
Il: Express Briefs”. Read more about the publication at
https://eprint.iacr.org/2023/716

Congratulations to all authors!
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