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  OUR PROJECT 
        

 

The overall aim of SAFEST is to enhance 

the scientific and technological 

capacity of Tallinn University of 

Technology (TalTech) in the field of 

Hardware Security, to be achieved 

through networking activities with its 

internationally leading Twinning 

partners: CNRS/UM, KU Leuven, TUM 

and TU Graz. 

To achieve this, the 3-year project 

from 2021 to 2023 builds upon the 

existing strong competences of 

TalTech in closely related fields, to be 

complemented by the specific know-

how of the Twinning partners in test 

for security, reverse engineering and 

defenses, side channel attacks, and 

hardware-software architectural 

vulnerabilities. 

 

 

 

 

 

 

 

 

The project has received 

funding from the European 

Union’s Horizon 2020 

research and innovation 

programme under grant 

agreement No 952252. 
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GRAZ SUMMER SCHOOL 

This year’s 2nd summer school took place in June in the 

framework of TU Graz Security Week on Sept 26-30, 

2022. The summer school spanned five days and in 

addition to prof Pagliarini’s (TalTech) presentation 

“Hardware Trojan Horses: from Theory to Practice” 

covered numerous other related topics, like: 

• Fully Homomorphic Encryption and Applications, 

• Side Channel Attacks, 

• High-Assurance Crypto Software, 

• Modern Fuzzing Research and Engineering, 

• etc. 

There participated ESRs from all the SAFEST consortium 

universities. There were separate workshops for the PhD 

students to discuss work in progress as well as many 

practical lab exercises. 

The programme and presentation slides are available 

on the security week’s webpage: 

https://securityweek.at/2022/program/ 

HIGHLIGHTED RESEARCH 

Members of the SAFEST project have been 

collaborating on post-quantum cryptographic 

solutions and looking at how to build efficient 

hardware accelerators for the many algorithms 

being considered for standardization. In “KaLi: A 

Crystal for Post-Quantum Security using Kyber and 

Dilithium”, researchers from TU Graz and from 

TalTech have built a unified architecture that 

supports both Kyber and Dilithium, thus allowing for 

key exchange mechanism and digital signatures to 

share hardware resources.  

 

The paper was published in the journal “IEEE 

Transactions on Circuits and Systems I: Regular 

Papers”. Abstract and full text can be found at 

https://eprint.iacr.org/2022/1086  
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https://eprint.iacr.org/2022/1086
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PROJECT REVIEW MEETING 

 

The Review Meeting for the SAFEST Reporting 

Period 1 (Jan 2021 – March 2022) took place on 

June 14, 2022 in Zoom with the participation 

SAFEST Steering Committee (with one 

representative from each consortium member), 

EC representative and an independent reviewer. 

The meeting summarised the reporting 

documentation submitted by the consortium. 

Prof. Pagliarini’s presentation was followed by 

several rounds of Q&A. A few follow-up topics 

(like spending balances, different approaches to 

use of PMs with partners) were identified, 

addressing which over the next few weeks 

eliminated the last remaining unclear issues. In 

August 2022 the Period Reports were approved 

by the EC. 

 

 

STAFF AND ESR EXCHANGES 

 

SAFEST staff exchanges  and ESR exchanges continued in 

the 2nd half of 2022 (July-Dec) with virtual meetings with 

Staff participation from all 5 partners. We also had a small 

number of physical site visits.  

 

All these meetings are listed on SAFEST website at 

https://safest.taltech.ee/exchanges-2022/ 

 

 

 

 

 

 

 

 

 

 

 

The last year of the SAFEST project has started 

and now is a perfect time to take most out of 

this project and plan for both virtual meetings 

and ON-SITE visits!  

 

  

 

 

 

 

 

 

 

 

 

 

https://safest.taltech.ee/exchanges-2022/
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NEW PUBLICATIONS 

 

The 2nd half of 2022 was especially prolific for SAFEST-

related research. In addition to the aforementioned KaLi 

paper, three more papers were published: 

 

“Multiplierless Design of Very Large Constant 

Multiplications in Cryptography” by Levent Aksoy 

(TalTech), Debapriya Roy (TUM), Malik  Imran (TalTech), 

Patrick Karl (TUM), and Samuel Pagliarini (TalTech) in the 

journal "IEEE Transactions on Circuits and Systems II". See 

more at https://arxiv.org/abs/2202.10022  

 

“A Pragmatic Methodology for Blind Hardware Trojan 

Insertion in Finalized Layouts” by Alexander Hepp (TUM), 

Tiago Diadami Perez (TalTech), Samuel Pagliarini (TalTech) 

and Georg Sigl (TUM) at International Conference on 

Computer-Aided Design (ICCAD). Have a look at 

https://arxiv.org/abs/2208.09235  

 

“Leveraging Layout-based Effects for Locking Analog ICs” 

by Muayad Aljafar (TalTech), Florence Azaïs (CNRS), 

Marie-Lise Flottes (CNRS) and Samuel Pagliarini (TalTech) 

at ASHES’22: Workshop on Attacks and Solutions in 

Hardware Security. More info at 

https://arxiv.org/abs/2209.01856  

 

Congratulations to all authors! 
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