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The overall aim of SAFEST is to
enhance the scientific and
technological capacity of Tallinn
University of Technology (TalTech) in
the field of Hardware Security, to be
achieved through networking
activities with its internationally

leading Twinning partners: CNRS/UM,

KU Leuven, TUM and TU Graz.
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To achieve this, the 3 year project
from 2021 to 2023 will build upon the
existing strong competences of
TalTech in closely related fields, to be
complemented by the specific know-
how of the Twinning partners in test
for security, reverse engineering and
defences, side channel attacks, and
hardware-software architectural
vulnerabilities.
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KICK-OFF

SAFEST project's kick-off took place on 8 January 2021 via Zoom
and was attended by all key senior personnel from all partners,
EC/REA representatives, and PhD students and postdoctoral
researchers from different groups as listeners. The project

coordinator gave an overview of the SAFEST project while fg’giﬁtﬁ::;?&
project officer Alina-Maria Bercea introduced EC/REA view on
H2020 projects. TalTech was described by the Dean of the School
of IT, prof Gert Jervan before prof. Jaan Raik talked about lessons
learned from previous Twinning round based on his TUTORIAL
project. Concluding discussions were preceded by team
introductions of all the SAFEST partners.

*PLEASE MUTE YOUR MIC!

FIRST SAFEST WORKSHOP

The first SAFEST workshop took place
on 26 March 2021 containing a
whole day of technical
presentations from all the partners
involved in SAFEST. At that virtual
Zoom-meeting there were falks
about logic locking, side channel
aftacks, fault injection, reverse
engineering, hardware frojans, efc. : 1 k
More than 15 senior staff members J“g l
from partner institutions attended, as e _
well as nearly 20 early stage
researchers (ESRs).

Mahdieh Geailoo

.‘ Michaela Brunner Sam (backisp)
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High-level Intellectual Property Obfuscation via FIRST JOINT PUBLICATION IN SAFEST

Decoy Constants

¥, Felipe Almeida, Jaan Raikl, Marie-Lise Flottes!, Sophie Dupuis'
t

The first joint publication of the SAFEST

project saw lightin June 2021 at the 27th IEEE
International Symposium on On-Line Testing
and Robust System Design. The paper is titled
"High-level Intellectual Property Obfuscation
via Decoy Constants" and its authors are
Levent Aksoy, Quang-Linh Nguyen, Felipe
Almeida, Jaan Raik, Marie-Lise Flottes,
Sophie Dupuis, and Samuel Pagliarini.

[es.CR] 13 May 2021

Link fo abstract and paper's full-text version:
hitps://arxiv.org/abs/2105.06122

arXiv:2105.06122v1



https://arxiv.org/abs/2105.06122
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WEBSITE AND YOUTUBE CHANNEL LAUNCHED

N

The SAFEST project's online presence was established on 10 March o

2021 with the launching of the project's official website SAFEST YouTubo channel aunched on May 24, 03
https://safest.talfech.ee. The welbsite contains information about
staff, events, research, exchanges, project consortium and .
contact. Deliverables and dissemination materials can be found on e T
"Research" tab, and a list of all (virtual) events is kept up-to-date on
"Exchanges" tab.

SAFEST workshop on 26 March 2021

The website is complemented by the SAFEST project's YouTube
channel that went live on 24 May 2021. The channel hosts clips and
recordings from project-related workshops, seminars and other
public events. YouTube channel "SAFEST Project" is located at
hitps://tinyurl.com/SAFESTproject and we encourage you all to
subscribe and spread the word!

Partner Organisation

f  UNIVERSITE DE MONTPELLIER (UM

STAFF AND RESEARCHERS' EXCHANGES

An important part of the SAFEST project are short term
staff and researcher's exchanges. Due to fravel
restrictions from the coronavirus pandemic, they have
so farhave had to take place virtually. Despite all odds,
more than 30 virtual meefings, seminars, and
workshops have taken place in the first 6 months of the

ON THE USE OF HARDWARE MONITORING —_— . .
SCHEMES FOR SECURITY A project between the consortium partners. TalTech staff

e sacinky members participated in 55 different ocasions, while
g o ESRs participated in 27. From the project partners, the
numbers are ~60 and ~130 for staff and ESRs,
respectively. Many events also had participation of

Bachelor's or Master's level students.

PROJECT DISSEMINATION MATERIALS

In March 2021, several dissemination materials of the SAFEST project,
its research areas, and consorfium were compiled and published
both digitally and on paper:

* Leaflet (PDF version available at hitps://safest.taltech.ee/wp-
content/uploads/SAFEST Leaflet.pdf)

* Poster (PDF version available at https://safest.taltech.ee/wp-
content/uploads/SAFEST Poster.pdf)

* TalTech Promotion Guide (only in electfronic format; PDF:
https://safest.taltech.ee/wp-content/uploads/SAFEST Guide.pdf)

¥ SAFEST

Please contact samuel.pagliarini@taltech.ee if you would like to
have paper copies of leaflets and/or posters.
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