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SECURITY CLOSURE OF PHYSICAL LAYOUTS

Samuel Pagliarini, Tiago D. Perez, Felipe Almeida, and Mohammad Eslami
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ISPD

March 27-30, 2022

Virtual only participation

ISPD itself is a "mature” conference
dFirst workshop took place in 1987
dConference status since 2001

AISPD also organizes a CAD contest
dLong history in the circuit design community, 18th edition

TAL
TECH

ISPD 2013: Discrete Gate Sizing_Contest

ISPD 2012: Discrete Gate Sizing_Contest

ISPD 2011: Routability-Driven Placement

ISPD 2010: High Performance Clock Network Synthesis

ISPD 2009: Clock Network Synthesis

ISPD 2008: Global Routing

ISPD 2007: Global Routing Router links:

ISPD 2006: Placement Placer links:

ISPD 2005: Placement

Source: https://ispd.cc/ispd2022/index.php

| choose a link v |

ISPD 2021:

International Symposium
on Physical Design

Wafer-Scale Physics Modeling Contest

ISPD 2020:

Wafer-Scale Deep Learning Accelerator Placement

ISPD 2019:

Initial Detailed Routing

ISPD 2018:

Initial Detailed Routing

ISPD 2017:

Clock-Aware FPGA Placement

ISPD 2016:

Routability-Driven FPGA Placement Contest

| choose a link v |

ISPD 2015:

Blockage-Aware Detailed Routing-Driven Placement Contest

ISPD 2014:

Detailed Routing-Driven Placement Contest



https://ispd.cc/ispd2022/index.php

Why participate?

dFirst time it covered hardware security topics

dTheme: Security closure of Physical Layouts

“CAD tools traditionally optimize for PPA. However,
considering that various and serious threats are
emerging, future CAD flows should also incorporate
techniques for secure IC design.”

Security Closure

QHere is a layout, go and secure it!

of Physical
Layouts
dDuration: Eight weeks to “fix"” security problems ISPD 2022 Contest
dAlpha phase

dFinal phase

TECH Source: https://wp.nyu.edu/ispd 22 contest/ 3



https://wp.nyu.edu/ispd_22_contest/

Theme - Security Closure

Main theme: /everage CAD tools features for not only improving PPA, but also

enhancing the layout security

dHardening layouts at design time against threats that are executed post-

design

dTrojan horses (at fabrication time)
dFault injection (on a fabricated device)

dProbing (of a fabricated device)

dImplement measures for security
closure, i.e., to proactively harden
layouts

TAL
TECH

4 Supply Chain, )
Technology
Providers

/

Commercial CAD Flow

System Model
e.g. SystemC

lCnmponant Library High-Level Synmesisi

Behavioral Model
e.g. VHDLVerilog

- I

p - ~ [Tachnolugy leraryL_.ﬁ Logic Synfhesis ﬂ

Sr::urlty \ l I
T;n:o“ngl:rgsy é Security Closure Gate-level Netlist

[ Defenses (Seripting, Coding) L

L I Physical Desi

, e Sl Do)
Threats

L E Mitigation j GDSI'I.L’ayout
Metrics EOpﬁmizaﬁnnj [\ Manufacturing

2 AN

Security Specification

Security Verification
Functional Verification

Timing Verification

Power Verification

Source: https://wp.nyu.edu/ispd 22 contest/ and https://www.appluslaboratories.com/global/en/news/publications/new-fault-injection-attacks
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https://www.appluslaboratories.com/global/en/news/publications/new-fault-injection-attacks

Security Closure of Physical Layouts

The threats the contest focused on:

dProbing and fault injection: in-field electro-optical or contact-based probing,
fault injection attacks targeting the the front side (from top to bottom)

L Cell assets and net assets
Light/Laser Electromagnetic
LT

dThe design must protect itself
2 7

dTrojan Insertion: fabrication-time attack ¢
O Exploitable region: placement sites and routing resources

A Control placement and routing in such a way that insertion of Trojan components (trigger
and payload) becomes difficult

A Control placement and routing in such a way that probing/fault injection on particular
devices or wires becomes difficult

TAL
TECH :



Frontside Probing, Fault Injection

dAdversary capabilities

Hole milled to expose

target wire for probing Covering

Wires

the hole

250nm technology ~ 28nm technology

TECH Source: https://wp.nyu.edu/ispd 22 contest/details
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Frontside Probing, Fault Injection

dA zoomed-in example for exposure of standard cells

dThe regions highlighted in red are exposed from the frontside, i.e., direct
line of sight

1= 1 R g :

TECH Source: https://wp.nyu.edu/ispd 22 contest/details 7
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Hardware Trojan insertion

d For Trojan insertion, metrics are based on exploitable regions, i.e., sets of spatially
continuous placement sites that are either a) free or b) occupied only by filler cells

d Routing resources are also considered, as Trojans would require some connectivity as
well. In other words, exploitable regions are those where an attacker would be able to
find or make some space and ruting resources to insert and connect their Trojans.

TAL 70% utilization 90% utilization

TECH Source: https://wp.nyu.edu/ispd 22 contest/details 8
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Additional restrictions

dVery little freedom to move pins
dVery little freedom to change the power distribution network
dCannot change/improve standard cell library
dCannot change metal stack

dDesigns must remain functionally equivalent
dWe can resize, reroute, add/remove buffers...

dTrivial defenses are not considered effective
Filler cells, unconnected cells

It is not allowed to introduce dedicated sensor circuitry or checkers



Scoring system

dTrojan insertion metrics (ti)

QPlacement sites of exploitable regions (place_sts)
dRouting resources of exploitable regions (route_rsrcs)

dFrontside probing and fault injection (fsp_fi)
dExposed area of standard cells assets (exp_cell)
dExposed area of net assets (exp_net)

dDesign cost:

JPower (pwr) Final score= SEC x DES
dPerformance (perf) .
OArea (area) (normalized)

dRouting (drc)

TAL
TECH
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Scoring system

Final score= SEC x DES

SEC = (ti + fsp fi)/2
ti = 0.5*place_sts + 0.5*route_rsrcs
fsp_fi = 0.5*exp cell + 0.5*exp nets

DES = 0.25*pwr + 0.25*perf + 0.25*area + 0.25*drc



Benchmarks assessed

OAES vi1 T dBut why these designs?
JAES v2 A
JAES v3 |
OPRESENT P —
QCAST a
AMISTY
QCamellia -
—
QopenMSP430 f
ASEED N
JTDEA a
L
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Benchmarks assessed

O But why these designs?

gz:z—v; O Most are ciphers

\"/

JAES_v3

UPRESENT

JCAST Plaintext Data

OMISTY

dCamellia l’
| i

dopenMSP430 l

JSEED

DTDEA Ciphertext
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Benchmarks assessed

JAES_v1
JAES_v2
JAES_v3
APRESENT
QCAST
AMISTY
dCamellia

dopenMSP430
JdSEED
JATDEA

TAL
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O But why these designs?
O Most are ciphers

Key

Plaintext Data

!

Block Cipher
Encryption

!

Ciphertext

CP

& ? =} . ? o a ? =] ] ? o
m - - -
Ll =] = = o @ o =
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Benchmarks assessed

O But why these designs?

g::z—v; O Most are ciphers

\'/

JAES_v3

APRESENT

LOCAST Plaintext Data .

AMISTY i

dCamellia l’ / D : %
> | oypton o 1

dopenMSP430 l L. o

OSEED ) A

OTDEA Ciphertext T

TAL
TECH 1



Benchmarks assessed

JAES_v1
JAES_v2
JAES_v3
APRESENT
QCAST
AMISTY
dCamellia

dopenMSP430
ASEED
dTDEA

TAL
TECH

O But why these designs?
O Most are ciphers
d Some are fast (1GHz target frequency)

16



Benchmarks assessed

dAES_v1 (3000 flops)
dAES_v2 (3000 flops)
QAES_v3 (3000 flops)
APRESENT (153 flops)
QCAST (300 flops)
AMISTY (300 flops)
dCamellia (400 flops)

dopenMSP430 (800 flops)
ASEED (300 flops)
ATDEA (250 flops)

TAL
TECH

O But why these designs?
O Most are ciphers
0 Some are fast (1GHz target frequency)
d Some are very small

17



Benchmarks assessed

dAES_v1 (10 metals)
dAES_v2 (10 metals)
JAES_v3 (10 metals)
APRESENT (6 metals)
QCAST (6 metals)
AMISTY (6 metals)
dCamellia (6 metals)

dopenMSP430 (6 metals)
ASEED (6 metals)
ATDEA (6 metals)

TAL
TECH

O But why these designs?
O Most are ciphers
d Some are fast (1GHz target frequency)
d Some are very small
O Some are hard to route (10 metal stack)

18



Benchmarks assessed

O But why these designs?

UJAES_v1l (WNS=100ps) 0 Most are ciphers

JAES_v2 (WNS=200ps) 0 Some are fast (1GHz target frequency)
QAES_v3 (WNS=100ps) d Some are very small
d Some are hard to route (10 metal stack)

JPRESENT 0 Some had timing violations

QCAST (WNS=500ps)

AMISTY

dCamellia Details about CAST:
Clock = 100MHz
FEP = 33 paths

dopenMSP430 2 WNS = 0.519ns

QOSEED (WNS=500ps) | TN> =6.693ns

OTDEA - |

TAL
TECH 1



Strategies

dObservation: the designs are not “good”
dFix design problems first, security problems second

dWe tried many things, not all ideas worked...
dLogic synthesis
dPhysical synthesis

TAL dSecurity
TECH 20



Logic synthesis strategies

Design Specification 1/
1 2 #RRERAHARR AR AR AR R AR R AR R AR AR
- * 3 # Generated by: Cadence Innowus 16,15-s078_1
Pre-layout Design K 'E\J 4 # 0S: Linux x86_64(Host ID aduae2s0-lap)
Simulation Entry 5 # Generated on: Fri Jan 14 19:085:50 2022
A VHDL / Verilog / & # Design: top
QF_ schematic ‘8 7 # Command: saveNetlist —excludeleaflell outputs/design_original.w
LOgiC & 4 #EftRdddARRRAAAAR AR AR AR AR RRAAARRRAEAR
Synthesis o 9 */
P * Netlist é' o fAAAAAEEEEEEE R
S e} — 11 // Created by: Synopsys DC Ultra(TM) in wire load mode
® System — 12 // Version : M-2016.12-5P2
2 Partitioning o 13 // Date : Fri Jan 14 18:14:25 20822
S5 ‘ wa S
§ Post-layout . & 15 module top |
Simulaion | | oorplanning E Chip e data_out,
17 data_walid,
+ ;3-0 14 key_wvalid,
- 19 busy,
Placement % Block 8 20 clk,
g 21 nreset,
‘ ('g 22 data_rdy,
Circuit 3 23 key_rdy,
Extraction Routing 24 EncDec,
‘ 25 data_1in) ;
Design Rule
Check

* End: ready for fabrication

I ECH Source: https://www.electronicshub.org/introduction-to-asic-technology/ 21



https://www.electronicshub.org/introduction-to-asic-technology/

Logic synthesis strategy - resynthesis

Caveat: no RTL available

dExtract netlist from layout, use it as input to
logic synthesis

dFailed: this is backwards. Design is already
buffered up, clock tree is already present...

dFailed: cell assets and net assets had to be
marked dont touch

TAL
TECH

Source: https://www.electronicshub.org/introduction-to-asic-technology/

Design lterations

Design Specification
}

_>

ya

Pre-layout
Simulation

v

Design

1}'

<>

Entry

Ly

v Logic

Synthesis

Y

System

Partitioning

(

Nﬁ

|

VHDL / Verilog /
schematic

Netlist

I
I
T

I"ost-layout
.'3imulation

L/

A

I Circuit

» Floorplanning

Chip

v

Placement

!

Extraction |

Routing

v

Design Rule
Check

Block

Logic Cell

* End: ready for fabrication

22
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Logic synthesis strategy — clock gating

Design Specification
}

ubiseq |eoibo

R - *
Pre-layout S = Design &\J
] ] Simula'ﬁon \: Entry '
 Observation: netlists had no CG, but standard cell ¥ ! <:;,2:,,;Y:"'°9’
library has CG-specialized cell k ¥ Logic
] Synthesis
1 Cell assets and net assets had to be marked : ! v Netist
dont_touch... but maybe it’s ok g ’, el
- . . . = |
d Failed: designs are considered non-equivalent 3 ’ L &
o F‘ost-layout = ) —]
"Simulation ] E: Chip

) A
' v
| W—

I Placement
—Inpu ] Q-Cutput—+ 1

! v

I Circuit :

Flip Flop Extraction | floulng

) . v
Sated Cloci | Design Rule
Check

* End: ready for fabrication

Clodk

&
m

Integrated Gated Clock Cell
S | -

TECH Source: https://anysilicon.com/the-ultimate-guide-to-clock-gating/ 23
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https://anysilicon.com/the-ultimate-guide-to-clock-gating/

Logic synthesis strategy - retiming

Design Specification
}

> ,"\\ * .
Pre-layout N Design g\l
] ] ] ] Simula'ﬁon N Entry _
O Observation: some designs (Camellia, Misty, ¥ R <::h2:,,;x:"'°9'
TDEA) had comfortable reg-to-reg paths but tight h *s;?f?ie"sis
reg-to-out timing o I o
A Failed: this is backwards. Design is already j«fﬁ / el
buffered up, clock tree is already present... 5 . i
g Post-layout »{ Floorplanning &_:

L Failed: cell assets and net assets had to be Simulation g
marked dont_touch 4 v

Placement <% Block

!

Routing

I Circuit
Extraction |

—
Output 0 +

R20 ‘ Design Rule

/\ Check
+ End: ready for fabrication
Qutput 1

Launch Flop Latch Flop

clock > r >

TECH Source: https://anysilicon.com/the-ultimate-guide-to-clock-gating/ 24
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Physical synthesis strategies

d First phase: improving design
A Shrinking block size
d Fixing timing violations
d Improving CTS and routing scripts
d Second phase: improving security metrics with generic tactics
O Routing all net assets underneath other nets
d CTS with huge metal width
d Placing cell assets under power grid stripes

d Third phase: fine tuning security metrics
d Leveraging ECO features to hide net assets
d Leveraging ECO features to fill empty sites
O Manually repositioning cells for diminishing exploitable areas

d Final phase: manual fixes to improve security
d Fixing gaps by manually replacing cells
d Adding buffers manually to fill gaps
d Manual shield drawing for hiding net or cell assets

TAL
TECH

25



First phase — Design Cost Improvements

[ ]
Baseline
. \j ‘ !V AN \J .AA'"l"A 'A '"J‘VAW ‘u | '!V A ?0 PRESENT
4 Hlfies 275 ue e 67 e Gl ; S [ew 42| Len SHIL 5 14 i

Our solution Area reduced from 4225um? to 2304um?

YUY ATV AAAVYIVIVEIG REAYA_ YVIA AAVAVY YAk W MY Y A

"

65um

Al AVilL BA YmImm i i [} [¥) K

48um

54% of original area!!!

-
-
-
£
=
-
K
-
E3
.
-
-
-
I~
-
-
=
-
-
-

LMY W kv R AT YWYART O K

i i

65um 4A8um

Floorplan shrinkage —> improved CTS properties —> improved timing -> improved power
TAL Compromise on routing density

TECH 26



First phase — Design Cost Improvements

A

240 - Baseline

210 -
180 -+

PRESENT

Physical Synthesis flow improved

-0.22 -0.11 0 0.11 0.22 033 0.44 0.55 0.66 0.77

Our solution

No timing violations!!
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Second phase - CTS with Non Default Rules

Baseline

YWY AR Y AANYIVTR WA YV FAMIAY WY Y ¢4

ATMAYYY W I PAYMKITWYANL U 1 AL OW

65um

G0 RAYILD N YRR IYYELD DD e

Our solution Large wires for improving CT quality

LB VY W )

65um

48um

4

Chance to increase congestion, in
consequence covering cells and
nets assets.
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Second phase - Routing with Non Default Rules

Baseline

VWY AW Y AAETYWYRML WA YVAATAWRM R WEY Y 49

PRESENT

] * Non-asset nets routed with large width
Our solution * Asset nets routed at lower metal possible

VO ATR OV AAMYYYONM RLAW VWA MYATY MM W YMY VY A

[¥)

ALY YY Y

£
)
0
(\o)

§
E
E
2
s
-
=
-

Al AYiL Bk YPm o i A

48um

-
*
a
.
-
=
I~
=
-
-
-
-
-

g e Tle reg 1 | | 1

Increase coverage of cell assets, and,
vV decrease the chance of exposing net assets

LMY W kv R AT YWYART O K

65um

TAL
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Second phase - Connecting Pins with Multi Cut Vias

Before After

Utilizing multi cut vias for
connecting M1 to M2

idlor37

..ey reg S52lcurrent key reg 74

Multi cut vias means a
bigger piece of metal routed
on top of cell assets, which
improves cell assets
coverage

' Bersleuz 0/ Btz




Third phase — Manual placement of cells

Baseline

For designs with net assets with external
connections, placing their sinks near the 10
helps to shorten its wire length

Our solution

DI AWM ) ALOLUNTL 3NN T MYAVLVAM N yWY VY

65um

X

"y

48um

BETEY]

4

BV ok B v w oY@ AT

Short wires = easier to hide

s
=
L3}
5

OV R LA A AL AR A vwlﬂm 0w ﬁx Ty

31



Third phase - Addition of Buffers

TAL
TECH

Driver

Net asset

Sink

Buffer

Optimal Case

Suboptimal Case

> ——

Worst Case”

m >

Addition of buffer in front of net assets
drivers

Chance to reduce net assets
length, trade-off w/ power

32



Third phase - Addition of Buffers

Baseline

Y WY AN Y ALRVYMYTE Wi YU FAWEIA R WYV &4

Our solution Addition of buffer in front of net assets
————— drivers

L .

£
)
0
(\o)

E
=
=
H
-
E
il
3
-
:
=
P
-

YR LAY VIR L WAAR Y O T Y

4

Chance to reduce net assets
length, trade-off w/ power

N0 OAWAL A YYD W EYYWL 1A i Y}

-
[
=
L]
-
-
-
-
-
-
-
-
-
-
=
-
-
-
-
-
-

ATMAYYY W W AYMEITWYAND 4L L AT XY

65um A8um

[ "YARAJ WY MY AWAEY MMMVAYYYYMML A Y\
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Final phase — Manual Fixes

Regions with >= 20 continuous sites are considered exploitable regions for Trojan insertion

» Buffers were added for filling the gaps
Before After e Cells moved (shifted to the right or left in
Commmnnm IR ' . most cases) to break the large gaps into
smaller ones

4

Zero exploitable regions in the
final design

k
]
i
:
e
[

[T N ) BB TL 0 MEAE VT O A i AL S
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Final phase — Manual Fixes

Detour the net assets so that they can be
hidden under the upper layers.

Before After

FE_OFHISE

The total exposed area of the net

. asset is reduced
Example of net detour by rerouting the net

35



Final phase — Manual Fixes

Before After

Example of net detour by changing the driver cell orientation. This
changes the position of the cell pin, which forces the routing to be in
a difference direction. Replacing the cell can have a similar effect

Detour the net assets so that they can be
hidden under the upper layers.

4

Some of the net assets can be entirely
covered!



End of part 1

O Students take over from here!

TAL
TECH
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Other techniques - Abandoned!

d Physical synthesis
d Placing the cell assets under the PG stripes — power stripes were not thick enough

TAL
TECH 58



Other techniques - Abandoned!

d Physical synthesis

d Automatically adding buffers for net shrinkage or filling gaps — generates residual
DRCs impossible to solve

Programmers when they spend 2+
hours to automate a task that takes 2

minutes to do manuall
& fs - 1; retum G

.,':.s(a[Ci); } ms

TAL g ® 7 a0
TECH ’ 39




Other techniques - Abandoned!

d Physical synthesis

d Setting the max length allowed to a small number in order to force short nets and
more congestion — designs became unrouteable for the high density that we wanted

Congestion

I\ A4

Density

40



Other techniques - Abandoned!

d Physical synthesis

d Disabling FF optimization while resizing all the FF to the minimum driving strength - it
did not help reducing power consumption and created timing problems

TAL
TECH "



TAL

Other techniques - Abandoned!

d Physical synthesis

d Shielding net assets with external connections (I/0O) with power nets - later in the
contest the amount of metal for power nets was constrained

Signal Wire

™~

Shield Wire

“

Clock Wire
TECH 22



Champions of the alpha round - Team K!

AES_1
1.000000
0.156474

AES_2
1.000000
0.942725

AES_3
1.000000
0.182120

Camellia
0.750000
0.180730

CAST
1.000000
0.103810

MISTY
0.750000
0.067178

PRESENT
0.750000
0.123786

0.235452
0.020040
0.632226

0.915177
0.085066
0.731865

2.606206
0.175733
0.587291

0.606139
0.027968
0.747774

0.365939
0.051747
0.735023

0.467680
0.046060
0.747292

3.714756
0.018165
0.734942

0.051073
0.408307

0.308361
0.532993

0.801496
0.501970

0.155475
0.229697

0.085726
0.320193

0.075256
0.143594

0.064884
0.208114

0.846710

1.025901

1.018366

0.757782

1.007793

0.756043

43
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Camellia
CAST

MISTY
openMSP430_1
PRESENT

SEED

TDEA

Dark Friday

Baseline
.000000
.000000
.000000
. 750000
.000000
. 750000
. 750000
. 750000
.000000
. 750000

O R OO0 O KO K ==

ONOOWRERERORKR LR OW

. 764884
.687749
.332768
.676397
.687787
.178107
.841673
.629633
.203857
.596819

[cNoNoNoNoNo NN NN R4

.299508
.514212
.497878
.260423
.244816
.255207
.322593
.289205
.316475
.350483

[cloNoNoNoNoNOoNONONO N

.008447
.010548
.003901
.017719
.016850
.002300
.009447
.001957
.000001
.008851

[cNoNoNoNoNoNONRONONONy

.041552
.101933
.056400
.093440
.087135
.055931
.105195
.079465
.086032
.126647

X DES

Zero? How??

[cloNoNoNoNoNOoNONO NN ay

.271596
.324694
.295023
. 749726
. 751540
. 749526
.554981
. 749990
. 775886
.478162

The Zeros and Despair

.000001
.430016
.000001
.000000
.000001
.554621
.110556
.000001
.107474

Q
0.194594

0.101044
0.000001

0.000001
0.000498

0.002950

.052321
.104176
.061247
.122173
.128377
.081914
.170911
.043454
.174475
.111408
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Example of a perfect score layout

aanR

layout

4
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Final round - results

Team/Benchmark Baseline

1.000000

1.000000
.000000
.750000
.000000
. 750000
. 750000
.750000
.000000
. 750000

. 764884
.687749
.332768
.676397
.687787
.178107
.841673
.629633
.203857
.596819

.025684
.054186
.000001
.000001
.000001
.000001
.000000
.000001
.000001
.003351

.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000

.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000

.271596
. 324694
.295023
.281597
.300895
. 254930
. 344685
.319908
.207375
.246417

.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000

.000001
.000001
.000001
.000001
.000001
.000001
.000001
.000498
.000001
. 002950

.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000
.000000

S NOOOWFRFOKHEFEOU
000000000 0o 2
ool olcNololNollolollolle)
ololoolollolNoloRololly)
SO0 00000 00O
000000000 0o >
SO0 000 00000 0OLo
00000000 0o 0o R

1
0
1
0
0
0
1
0

Four teams with all perfect scores!!!
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Final rankings

Contest Winners
1. XDSecurity
o Xidian University: Zhengguang Tang, Guangxin Guo, Benzheng Li, Hailong You, Jiangyi Shi
o Giga Design Automation: Xiaojue Zhang
2. NTUsplace.
o National Taiwan University: Jhih-Wei Hsu, Kuan-Cheng Chen, Yu-Hsiang Lo, Yan-Syuan Chen, Yao-Wen
Chang
3. CUEDA
o The Chinese University of Hong Kong: Fangzhou Wang, Qijing YWang, Bangqi Fu, Shui Jiang, Xiaopeng
Zhang, Tsung-Yi Ho, Evangeline F.Y. Young
3. TalTech
o Tallinn University of Technology: Tiago Perez, Mohammad Eslami, Felipe Almeida, Samuel Pagliarini
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Conclusions

dPros:
d We created several techniques for securing a layout
A Our findings for sure will be published soon
A All team members learned from the experience

dCons:
dThe contest was easy to game, the score formula was too easy to abuse

dMany rules changed throughout the competition, and many others were
not even considered for the final scores

4d...
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THANK YOU!



