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Abstract

The deliverable describes the aim and target audience of the SAFEST project’s newsletters, tracks the
pieces of information shared through the newsletter over the duration of the project.

Disclaimer

The views represented in this document only reflect the views of the authors and not the views of the
European Union. The European Union is not liable for any use that may be made of the information
contained in this document.

Furthermore, the information is provided “as is” and no guarantee or warranty is given that the
information is fit for any particular purpose. The user of the information uses it at its sole risk and
liability.

While the information contained in the documents is believed to be accurate, the authors(s) or any
other participant in the SAFEST consortium make no warranty of any kind with regard to this material
including, but not limited to the implied warranties of merchantability and fitness for a particular
purpose.

Neither the SAFEST Consortium nor any of its members, their officers, employees or agents shall be
responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission
herein.

Without derogating from the generality of the foregoing neither the SAFEST Consortium nor any of its
members, their officers, employees or agents shall be liable for any direct or indirect or consequential
loss or damage caused by or arising from any information advice or inaccuracy or omission herein.

Status
This deliverable is subject to final acceptance by the European Commission.

This project has received funding from the European Union’s Horizon 2020 research and Page 2 of 11
innovation programme under grant agreement No 952252



Table of Contents

L. INErOUCTION w.eoniiiiiiiie et
B -1 -1 A AU o [ 1= o [l - U SPRRR
3. Newsletter CONTENTES ...cc.eiiiiieie e
Y Y o] o1 =T oo [ ol YU

4.1.  SAFEST Newsletter #1 (JUNe 2021) .....cccveeeiieeciiecee e e

4.2.  SAFEST Newsletter #2 (February 2022) ......ccceeeevieeeeiiieeeecieee e
4.3.  SAFEST Newsletter #3 (JUNE 2022) .....ccouveeeeeeeiieiieeeeeee e eeeans
4.4,  SAFEST Newsletter #4 (February 2023) ....ccvvveevieeeeeiee e
4.5.  SAFEST Newsletter #5 (June 2023) ......coeeeciiieeeiiiee e et
4.6.  SAFEST Newsletter #6 (December 2023) .......ccccvevceeecieenieeecieeeciee e

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 952252

Page 3 of 11



1. Introduction

Part of the SAFEST project’s dissemination and outreach activities in Work Package 4 (WP4) were 1-2
newsletters per year over the duration of the project. Project newsletters were used to record
noteworthy accomplishments, list recent activities, publications, and exchanges, as well as announce
upcoming events. The main distribution channels were the SAFEST mailing lists, while the PDF-files were
also published on the SAFEST website giving it a wider readership than the list-subscribers. There were
6 newsletters published on average every 6 months. The autumn-winter newsletters usually fell into
February, which is the reason the final year has 3 issues in order to publish the last issue before the end
of the project on Dec 31, 2023.

This deliverable gives an overview of the target audience and distribution channels, the main topics and
contents of the newsletters, as well as the copies of the newsletters in the appendices.

2. Target Audience

The main distribution channel for the newsletters were the project mailing lists for Pls and others
(mostly ESRs), respectively safest-pi@lists.ttu.ee and safest-all@lists.ttu.ee The former had 14
subscribers and the latter 71 subscribers (as of December2023). All newsletters were sent out via
mailing-list first before posting them to the website.

The secondary distribution channel was
the SAFEST website (see Figure 1) where
all the newsletters were published shortly Project newsletters

after mailing them out. The website had an ¢ e ot Nl 107
added benefit of archiving all the :
newsletters in one place for public access

% SAFEST Staf  Events  Research Exchanges »  Consorium  Contacts

Project dissemination materials are:

at https://safest.taltech.ee/research/. The st
website was designed to be an information -l oon
platform for those who would like to know Project public deliverables are:

more about the project. with target : Dea

audiences including such categories as:

e EU organisations involved in research
and innovation in the field of
computer hardware security;

e Scientists focused on such hardware
security research subtopics as testing
for security, reverse engineering and Figure 1 - Newsletters on the SAFEST website
defences, side channel attacks, (screenshot from Nov 24, 2023)
hardware-software architectural
vulnerabilities, etc.;

e Representatives from the industry interested in the results of the project;

e  Other stakeholders;

e Events (both physical and virtual) participants;

e General public without scientific background.
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3. Newsletter contents

The SAFEST newsletters served the aim of informing the stakeholders and the public of the project’s
past and upcoming activities. Each newsletter contained 4-6 news items on 3-4 pages, mostly looking
back into the period since the last newsletter, but occasionally also announcing upcoming events. There
were no fixed news sections, but most of the newsletters included updates about

e Staff exchanges,

e ESR exchanges,

e Highlighted research,

e New publications, and

e Events.

Apart from the regular news items, the newsletters also featured short articles about one-off events like
the launch of website and YouTube channel, project review at midterm or wrap-up of the SAFEST
project.

The newsletter used consistently the same design template that was compiled for the first issue and
stemmed from the colour scheme and visual identity of the SAFEST project. The newsletter was
published only in English.
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4. Appendices

4.1.

SAFEST Newsletter #1 (June 2021)

SAFEST
NEWSLETTER

ISSUENO 1 | JUNE2021

JRRNNSpI 4 KICK-OFF

=

sl . FRST W ORKSHOP

Ll « FIRST JOINT
PUBLICATION

» WEBSITE AND
YOUTUBE
CHANNEL

*STAFF AND
RESEARCHERS'
EXCHANGES

SAFEST

» DISSEMINATION
MATERIALS

QUR PROJECT
=

The overd! cim of SAFESTis fo
enhance the scientiic and
technological copacity of Tdlnn
University of ay [

To cichieve this, the 3 year project
froen 2021 1o 2023 will build upcn the
eisfing strong corrpetences of

) TalTech in iy related fidds, to be
y. tobe ol by the spesific knows
achieved through networking howof the Tuinning pariners in test
aotivifies with its i ity, inesring and
lecicling Twinning periners: CNRS/UM  defences, side channel atteicks, andl
KU Leuven, TUhiond TU Groz.

ISSUENO 1 | JUNE 2021

KICK-OFF

SAFEST projects kick-off took ploce on 8 Jenuary 2021 via Zoom
and wess aiftencled by all key senior parscanel from all porners,
EC/REA representudives, and PhD students cnd postdostorcd
resecichers flom cifferent groups cs listeners. The project
coomdinador  gove an ovenisw of the SAFEST project while
project officer Alina-ioria Berces intoduced EC/REA view on

TedTesh wes o the School
of IT pref Gert ~Jzan Reik lessons
lecmed from previous Twinning round based on his TUTORIAL
projest. o ions were by tearm

infrocucfions of cil the SAFEST pariners.

FIRST SAFEST WORKSHOP

Thefirst SAFEST workshop tock place
on 2 Morch 2021 confoining o
whole  doy of  fechnical
prasentafions from dl the pariners
involved in SAFEST. At that viruol
Iocrnmesting thers were falks
chbout logic locking, side chenne
attucks, foult injection,  reverse
enginearing, hardwere frojans, ete.
Wiee than 15 senicr stoff members
from parnerinsfitutions attended, cs
well os necy 20 ecly stage
resecrchers (ESRs).

High-levet tetetlecwal Property Obliscation via
Drcoy Comstants

PAGE2

Al

o

e

FIRST JOINT PUBLICATION IN S AFEST

The fist jont publicafion of the SAREST
projectscwlightin June 2021 at the 27h [EEE
Intemafional Syrmpasium on On-Line Tesfing
and RoboustSystern Design. The poperis fiiect
“High-level hisllectud Foperty Okfuscation
vier Dacoy Constonts” ondl its cuthers are
Levent Aksoy, Quong-linh Nguyen, Felipe
Alrreide, Joon Reik,  Vorie lse  Aothes,
Sophiz Dupuis, cnd Scrmusl  Pagicrini.

Link to clostront andl poper's full-tesd versi
hitos:ifoniv ceoyfabsi2105,061 22

ISSUE NO 1 | JUNE 2021 PAGE3

WEBSITE AND YOUTUBE CHANNEL LA UNCHED @ sarest o pm— v

2021 with the lounching of the projects officiol webste

: e webste contoins infarnation ahout
stoff, events, resecrch, exchonges, project conscefiom oncl
confact. Delivercbles and disserrinafion materials con kefound on
“Resecrchtab, and alistof cill (vituct ) events iskept up-to-ciate cn
“Bashonges” tob.

The SARESTproject's cnline prasence wes estaklished on 10 March g

Ao SAFEST Gunetcianm

The website is cormplemented by the SAFEST project's YouTube
chonnel that went live on 24 ety 2021 The chenned hosts olips ancl

from project-reloded sermincrs andl other
public events. YouTube chonnel "SAFEST Project” is located o e
hitts: fin i and we you all to

subscribe and sprecd the weed!

STAFF AND RESEARCHERS' EXCHANGES

£ irrportont pont of the SAFEST project ane short temn
stoff ond resecrohers exchonges. Due fo fravel
restricticns from the coroncnins pandernic, they have
sofarhcve hod to toke place vitualy. Despite ofl celds,
more thon 30 vinuel meefings, seminces, ond
wirkshops have token place in thefirsté maonths of he
project betwesn the consorium parners. To Tech stoff
e resrbers parficipated in 58 different ocasions, while
= ESRs perticipated in 27. From the project parners, the
numbers cre ~é0 oncl ~130 for stoff and ESks,
respectively. Mony events also had porficipation of
Bacheloe's ce oister's level studlents.

ON THE USE OF WASDWARE MONITORING
SCHENES FOR SECURITY

PROJECT DESEMINATION MATERIALS

h iorch 2021, severdl disserminaion martesicls of the SAFEST project,
ifs rasecioh arecs, and consortium were corpiled and publishect
bath digitcily encl on paper:

* Lecflet (PDF version aveilokie of hips/sofesticliech eeig.

contentiupioadsSAFET Leoflatiodl)

* Poster (PDF version cwailable ot hihosfsofest toltesh efuo-
confentfuplocds/SAFEST Poster poif

* Tellech Prorofion Guide (only in elestonic fommad, PDF:
hitosdisatest taltech fE: widepdf)

I SAFEST

Plecse contoct smud padlicrini@tctech.ee if you would like to
hewve poper copies of ledflets andlfor posters.
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4.2. SAFEST Newsletter #2 (February 2022)

—_—
——
—— | 1SSUENO 2 | FEBRUARY 2022 PAGE 2
—_—
1
T — The first SAFEST Summer School took place online on 27-28,2021. It was postp times until
the September dates were settiedupon, because it wes hoped with the alleviation of coronawins infection rates
in the summer fo organise the event as a physical gathering, while the negative frends from as early as July first
forced fo postpone the summer school, and then eventuaily fo organise if in virfual format.
ISSUENO 2 | FEBRUARY 2022 Nevertheless, fhe summer school was a success and fufiiled its goak. It was attended by more than 30
participents, including 19 ESRs and students from project pariner universifies fincluding 12 from TalTech, & from
TUM, 2 from KUL, 1 from TUG, and 1 from CNRS). Over the course of two days, it featured lectures form the key
people of all the SAFEST project pariners. The course materials covered the very latest findings on Harcware
Security including fhe following topics:
==  FIRST SUMMER . Hardware trust: protections against hardware Trojans and overproduction,
. Test and testability for digital desigrs and related security issues,
[} SCHOOL
. Hardware reverse engineering: from chip to RTL and beyond,
— HIGHLIGHTED «  Side channel atfacks.
[} «HIG . Verifying resilience against power side channel attacks, and
RESEARCH . Chips on the cheap.
+«EXCHANGES IN
YEAR1
*YEAR 2 Thanas for participating in
prl Ao
ACTIVITIES
a1 e v
o
j—
— HIGHLIGHTED RESEARCH
o
= The picture on Ihe left s of a &5nm chip
OUR PROJECT developed by TalTech and TU Graz. Measuring
j— Tmm x 1mm, the chip implements the SABER
= L post-quentum Key Encapsulation Mechansm.
The overall aim of SAFEST i fo To achieve this, the 3year project The design has been sent for fabrication in
W enhcnce the scientific and frorm 2021 to 2023 will build upon the Seplemben207]. cind wositestedin saity 2022
= technological capacity of Talinn exisfing strong compefences of T ———
University of Technology Talfech) in TalTechin closely related fields, to be hitos://dl. aenraraldol/10.1 148 /347 437 6. 4B 278
mmm  fhe field of Harcware Secuiity, o be  complemented by the specfic know-|
e achieved through networking how of the Twinning pariners in fest
p— ctivities with ifs internationally forsecurty, reverse engineering and
I  lecding Twinning pariners: CNRS/UM,  defences, side channel attacks, and
— KU Leuven, TUM and TU Gree. hardware-software architectural
j— vulnerabilities.
|
=
ISSUENO 2 | FEBRUARY 2022 PAGE3
EXCHANGES IN YEAR 1
The cim of SAFEST exchanges is fo enhance the scientific and
technological capacity of TalTech in the field of Hardware
Security subfopics (with pariners leading in respective
competencies):
1. Testforsecurity [CNRS),
2. Reverse engineering and defences (TUM),
3. Side channel atiacks (KU Leuven),
4. Hadwaresoftware architectural vuinerabiliies (U Grez).
Due fo circumstances with coronavirus pandemic, most of the
SAFEST project shorl-term staff exchanges fook place in virtud
format, i.e. on collaboration platforms such as Teams, Zoom,
etc. In total, 74 meefings took place online in 2021 hosted by all
§ partners and attended by 7 stcff members from Tallech, 4
from CNRS, § from KUL. 4 from TUM and 2 from TUG. All these
meetings are listed on SAFEST website at
hi s ofest.taltech.e efexchang 214,
During very short periock of fime, whenever fhere wes @
possibllity for physical exchanges between SAFEST partners, four
shte visits fook place, and so both TUM and CNRS/UM hosted two
visitors from Tallech.
Likewise, most of the SAFEST project short-term ESR
exchanges took place in virtud format. In total 65
meetings took place online in 2021 hosted by all §
| partners and attended by 12 ESRs from Tallech, 1from
CNRS, 10 from KLL, 12 from TUM and'5 from TUG. Details
about these meetings, ke fopic, fime, host and
number of parficipants, can be found on the same
ON THE USE OF HARDWARE MONITORING pagy cformentioned webpage
SCHEMES FOR SECURTTY hitps:/isofest tdltecheelexchanges-202]
The project also managed to carry out three physical
short-term ESR exchanges in the 2 half of 2021: one to.
TUM., one to CNRS, and one hosted by Tallech.
YEAR 2 ACTIVITIES
Year 2 of our project k here, which mears that in addition to
continuing with numerous stoff and ESR exchanges both in
person and orline, we have two events to organize: a summer
school and a workshop. The plan is to hold the summerschool
in Montpellier on June 8-10, 2022. Plecs e save the date for now!
‘We wil continue to monitor the pandemic situation and the
vidbilty of the summer school cs a physical event.
The 2022 workshop s planned for the second semester and wil
fake place in Tallinn f fhe conditions dllow.
|
. . . . ., .
This project has received funding from the European Union’s Horizon 2020 research and Page 7 of 11
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4.3.

SAFEST Newsletter #3 (June 2022)

ISSUE NO 3 | JUNE 2022

PAGE2

SAFEST

ISSUENO 3 | JUNE 2022

NEWSLETTER

» MONTPELLIER
SUMMER SCHOOL

* GRAZ SUMMER

SCHOOL

» PROJECT REVIEW
MEETING

RO NTPELLIER SUMMER SCHOOL

The SAFEST consorium wes finily!) able
tohold one of its plenned eventsin o
non-virtual setting. betreen June 8 ond
June 10, 30 project members metin
ontpelier, France for o Sy progrom
filed with excifing tutcricls and lectures
on harchacre security.

The fopics included obfuscation, side
channels, wiherabiliies, REC-V sesurity,
cryptogrephy ondmuch more. Talks
wers presented by Somuel Paglicrini,
Levent Aksay, Juan Reik from TalTesh,
Alex Hepp and Pahick Ko frorm TUM
Sujoy Sinhot Roy froem TU Graz, filos
Grujic and benedikt Giesichs from KUL
Worie-Lise Rottes and Ackent Bruguier
frorn LIRAA (UM).

Event inforrnafion and mctericls cre.

E=OUR PROJECT

. the scientific and technologicol
= cicicity of Tallinn University of
Technology (TalTech) in the field of
Harchucins Security, 1o ke achisved
e throuch netwcrking cotivifies with its
= intemcdioncily lecicling Twinning
(g Fertness: CNRSY UM KU Leuven, TUM

SAFEST

= The overd! am of SAFEST is to enhance To achieve this, the 3-year project frol
2021 to 2023 kuilds upon the exising
shong cormpetences of TalTech
closely rddated fidds, tobe
carplermented by the specific knows
howef the Tinning periness in festfer
security, reverse enginesrihg and
defenses side chonne attacks, and
endl TU Grez. harchneire-scf facire oo hitecturd
vulnercibilifies.

» STAFF AND ESR
EXCHANGES

* NEW PUBLICATIONS

avaichle ot

GRALSUMAMER SCHOOL

The second SAFEST event of 2022 fokes place cs the 47 School on Security &
Comecness 2022, held from the 26™ fo the 3th of Septerrber, hosted by the
histitute of Applied Wormation Frosessing and Comrmuniccrion (1A 1K) ot Groz
Univerity of Technology. The school fargets PhD students and fincd yeor
rrosters stuclents in cryptology, pevacy, T secuity, and formal methods.

y olosses cre by courses and proctical
o sessions. Thersfore, the attendess wil get the ‘big picturs” whers thecry
and proctice intersect. Students are encoursged to present their cument
resecrch fopics in o special PO Forum,

Topics of the school are:
+ Runfime Security

.
o Privacy

Among the speckers there are Roderick Bloemn, laric Chilloth, Thornos
Bsenbcrth, Anckec Fomildi, Anclers Fogh, Donigl GuB, iotteo edfei,
Biscloeth Osweld, Sarmuel Pagliarini, Michael Pehl, Peter Schucbe ond others.

i hitnsdisecuntrneak ot 022 s cistroticn s NB!
SAFES Frelated porfici exernpt from fe= ~there's an
cpticn to mark that ot registation firne.

ISSUE NO 3 | JUNE 2022

STAFF AND ESR EXCHAN GES

PAGE 3

PROJECT REVIEW MEETING

The SAFBST project's rrictenn Review Wesfing
with the Europecn Corrmissicn (EC) fock pace
online cn June 14, 2022, with the pariicipedicn of
representafives fram cll membes o the
consorum.

The projescts progress wess discussed by ecch
eetin ici

ISSUENO 3 | JUNE 2022

NEW PUBLICATIONS

Hardware Obfuscation of Digital FIR Filters

A conference poper fitled “Hordwore Chfusccotion o
ol FIR Filters™ joint-cuthorad by porners of the SAFEST
project, hos been recognized with the best poper award
at the 26" ediifion of DDECS. The pejper was cuthored by
Levent AKSOY (TedTach) Alexancler HEPP (TUM), Johanncs
BAEHR (TUM), and Sormuel PAGLIARING (TalTech). The
poper s clecdy ovoilcble on criiv os o preprint:

wok  pockage. The
discussedl the technical and fincncicl rotters,
and cnswered the EC’s questions besed on the
freshly subritted Pericclic Report. Al project
cofiviies cre on hock despite the corona
ponderric honingfors ed o alter the form of most
stedf andl B3R exchanges. The projest is generally
wiell on trock fo achieve its objes fives.

hits fondy.orsy cls 2202.10022. to dl
cuthors!

PAGE4

SAFEST staff exchanges continued shong despite cornar
ic honi st of thern

. hihe

1 hatf of 2022, (Jon-June) 1% mestings fook ploce with
Stedf perticipation from cil § parners. e hove ciso hod
two physical site vidts: one fo KU Leuven and one to TU

Groz.

Now is the fime fo plan more on-sife visits!

uthsti stest faltech

All these reetings are listed on SAFEST weksite ot

Sirrilcly, 24 ESR exchanges confinued in 2022
in virtucil fcamet.

Detoils chout these mestings, like foric, tirre,
host ancl number of porficipants, con befound
on the sarme coremen fioned wekpage
bt fsaiest doltech ee iephonces 022

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 952252
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4.4. SAFEST Newsletter #4 (February 2023)

ISSUE NO 4. | JANUARY 2023

PAGE2

SAFEST
NEWSLETTER

ISSUENO 4 | FEBRUARY 2023

GRAT SUMMERS CHOOL

This yesir's 2% sumimer school fock place in June in the
fromewor: of TU Groz Seourity Week cn Sept 26-30
2022, The surrmer schodl spanned five derys cndlin
adidifion to peof Pagdicnini’s (TalTech ) presentation
“Harchwere Trojn Horses: from Thecry fo Pracfice™
coverad nurmercus cfherrelated fopios, ike:

Fully yotice and

Sicke Chonnel Attacks,

*  Hgh-Assurance Crypto Scitware,

S GRAL S UAVACR * todem Fuming Research and Enginesting,
R R SCHOOL = efo.
== » HIGHUGHTED There participated ESRs from all the SAFEST cansortiurm

universifies. There were separcite workshops for the PhD
stuclents to discuss work in progress cs well s meny.
proctioal lob exsrcises

RESEARCH

* PROJECT REVIEW
MEETING

The prograrmme and presen folion sides are cvailckie
on the secumy wesk's webpoge:
* STAFF AND ESR

EXCHANGES HIGHLIGHTED RESEARCH

« NEW PUBLIC ATIONS Werrbers of the SAFEST project have been
collabcrating  on post-cuantum  eryptographic
scluticns oncl looking ot how fo build efficient
harchware cccelercdors for the rony algomhnx
being considerad for standerdizoficn. h “Xol:
Crysted for Post-Guantumn Security usng Kyber nnd
Dilithium™, resscrchers from TU Groz and from
Tolfech hove buit o unifiecd crohitecture thot
supports koth Kyber and Dilithium thus cllowing foe
key exchange rechanism ond digited sighatures to
shaire horchncrre rescurses.

A Crystal for Post-Quantum Secunity using
I\\h\r and l)llllhlum

KaLi;

The poper wes publshed in the joumal “EEE
Tonsoiotions on Circuits cindl Systerrs | Regular
Papers™: Akstroct and! ful 'ad caon be found o

==OQUR PROJECT

The overdl dim of SAFEST is fo enhance
e the scientific and technologicd

= oipcicity of Tallinn University of
Technology (TalTech) in the field of
e Horrchucire Security, o be achieved
= trouch netwcrking aotivities with its
[ irtemcdionaly lecicling Twinning

To achieve this, the 3-year project
frorn 2021 1o 2023 builds upan the

TalTach in closely reated fislds, fobe
corrplemented by the spesific knows
howef the Twinning parners in tast Fr e
forsecurity, reverse enginesring ond mihe Burspedn
f PCIrEs: CNRS{UM KU Leuven, TUM defenses, side channa aftacks, and Lhion s Hoizon

o cnct TU e harchwere software crs hitecturd
f— wulnercibilities

i sl o L 1
ageesmanttio 93

ISSUE NO ¢ | JANU ARY 2023 PAGE 3 ISSUE NO ¢ | JANUARY 2023 PAGEY

PROJECT REVIEW MEETING NEW PUBLICATIONS
The Review Weefing for the SAFEST Reporing
Paricd 1 (Jon 2021 - iorch 2022) took place on
June 14 2022 in Zooem with the parficipetion
SAFBST Steming  Corrittee  (with one
representafive from ecch consorfum merrberl
EC reprasentotive and an indepencient reviener.

meefing  summarised  the  reporiing
documentation subrrittect by the consorfior.
Prof. Pagliceini’s pressntation wes folloned by
several rounck of QaA. A few followup topics
(ke spanciing bolonces, different approaches to

The 2" haf of 2022 was especially prolific for SAFEST
refated resecrch. h adcition fo the cfcrermenfioned Kali
peper, three rmore popers were puklished:

Multiplieriess Design of Very Large Constant
Multiphications in Cryplography

“wpuifiplierless Design of Very Llage Constant
Mulfiplicaions in Gyplogaphy” by Levent Aksoy
(TalTech), Debapriya Roy [TUM], Wik Irrean (TedTech),
Parick Kenl (TUM) and Scrmuel Poglicini (TeTech) in the
Jotinl - EEE oratiticns on CHOUE ot Soiers I 8
rrore at i 2 20

STAFF AND ESR EXCHAN GES

SAFESTstaff exchanges and ESR exchanges confinuesd in
the 2 half of 2022 (July-Dec) with virtual meetings with
Stodt participation froen cill $ parners. We clso hod o sraill
nurrier of physical site visits.

All these restings are listed on SAFEST website ot
btestisatestiolienh st 22

use of PWs with poriners) were idenffiec
addresing which over the next few weeks

aliminated the lost remeining unclecr isues. h
August 2022 the Period Reports were approved
by the EC.

The Iast year of the SAFEST project has stated
and now is aperfect fime to foke most outof
this project and plan br both virud meefings
and ON-SITE visits!

“4 Pragmafic Methodology fr Blind Hardware Trojan
Inserfion in Findized Layouts” by Alecnder Hepp (TUi),
Tieigo Disclarni Parez (TalTech), Sarmusl Paglicrini (TalTech )
ond Gecrg Sig (TUM) of hiemafionol Conference on
CDrrwuierA:ded Deslgn (ICCAD). Hawe o lock ot

“leveraging Layout-bosed Effects for locking Andog ICs”
by Wuoyod Alefor (TaiTech) Rorence Amis (CHRS)
Worie lise Roftes (CNRS) and Samuel Paglicrini (TalTech )
ot ASHES'22: Workshop on Aftocks cndl Sclu'lmx in
Herchwore Security. tore [ at

Congratulaions to all cuthors!

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 952252
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[N + SAFESTTALLINN

== WORKSHOP 2023
—

[ ——, 5 AFEST SUMMER

SCHOOL IN GRAZ

« LASTCALLFOR
STAFF AND ESR
EXCHANGES

= NEW PUBLIC ATIONS

SAFEST

==OQUR PROJECT

o The overdil Gim of SAFESTis foenhonce T cshieva this, the 3-yecr project
fom e scientific anct fechnologic o from 2021 to 2023 builds upcn the
=gty of Talinn Uni isti of
Technology (TulTech) in the fisld of
o Hotrclucire Security, o be achieved
= throuch networking cotivities with its
[ i temaifioncily leading Twinning

(e Frtners: CHRS/ Ui KU Leuven, TUR
ondl TU Qroz.

TalTech in closely reloted fidds, fobe
corrplemented by the spesific knows
howf the Twinning parners in tast
for seourity, reverse enginesring ond
defences, sce channel attocks, and
harchwoire softwere oo hitecturd
wulnercibiities.

ISSUENO 5 | JUNE 2023 PAGE2

SAFESTTALLINN WORKSHOP 2023

The 319 SAFEST workshop fock place in Tollinn, Estonic
froen June 15 to June 21. Duting the three deys

froen oll rrio

defiverad and attended folks on numerous HIV sesurity
topics, like:

*  logic locking,

= Side Channel Leckoge
Past-guentum Cryptogrophy,
= Hormormomshic Encrypticn,
= ondmuch more during the mors than 20

frasentations.

Social cctivities includect o four of the Old Tawn, o spor
wvisit and o joint dinner ot o secsice restaurant aptly
calledt Ocecn 11.

The event info and presentation slides are cvailcble on
the Workshap's webpage:
thos:tl egestialtech

SAFEST SUMMERSCHOOL IN GRAT IN SEPT 2023

Gro security wesk 2023 wil ke held from 4.8,
Septarmber, and under the cuspices of it the SAFEST
Surmer School of 2023 will also toke ploce. The mein
topics of the surmmer school are:

*  Runfirme Security,
Sicle-Channels,
Privacy,
Secure Cryptogrophic Frplermen totions,
Security Varification.

se e

The programme is cvcilable ot
hi ity v 2

SAFEST parfioipents do not have fo pay the
fee to attend hod!. Placse

discuss with your supervisce Pl cbout attending the

avent. Ask your Plfor the link to the free registation!

ISSUE NO 5 | JUNE 2023 PAGE 3

LAST CALLFORSTAFF AND ESR EXCHANGES

SAFESTstaff o ESR
the 1 half of 2023 [Jm June) mastly vituclly, kut e
nurrber of physical visits hes clesrly picked up - 8
comperad to 3 in the last yeor's sarme pericd.

Al thess meefings cre listed cn SAFEST weksite of

hitesiisatest faliech sal o hangss:
The pravicus yesrs can befound ot
Wittsiiscdest toltech s exhor

20210 and
hihosisofet foltech sef e han 022

NOW is the best fime fo make ON-STE visit plans for
the remainder ofS AFEST project fill the end of2023.

life encourage you to visit TalTesh for the face-to-
fone mastings with the caleagues you have hod
so rony cnline restfings with. Similcrty, the TalTech
SAFEST stoff ond ESR cre weloome o visit their
parners af other SAFEST conscrtiunn universiies.

NEW PUBLICATIONS
Resymibests hascd Attacks Aghinst Logic Loxhing
In the 1 holf o 2023 SAFEST periners confinues stong
in  publishing four joint cuthored  popers  in
i icnaily joumeis:

“Resynihesis-based Attacks Against logc locking” by
Felipe Almeida (TalTech)., levent Aksoy (TalTech),
Quang-linh Nguyen (CNRS), Sophie Dupuis (CHRS),
Mirie-lise  Aottes (CNRS). and Sarruel  Poglicrini
(TalTech) in the proceedings of * 2023 24" htemational
Syrmpasiom on Guality Becronic Design (BQED T See
mare ot hits (] cniv. crcyfcil 01 04400

“Hykrid Protecfion of Digital FIR Riters” by Levent Aksoy
(TalTech), Quangs-Linh Nguyen (CNRS) Felipe Almeidca
(Talfach), Joon Reik (TolTech), Wore-lise Rottes
(CNRS) Sophie Dupuis (CNRS), Soruel Paglicrini
[TqITech] in the EEE Tr\:nsqchms N VISI™: Have crlaok
at

ISSUENO § | JUNE 2023 PAGE4

“Hgh-speed SABER Key Encopsulafion Mechanism in
&5nm CMOS” by ok knran (TalTach), Felipe Almeide
(TelTech), Andrac Basso (TUG), Sujoy Slnhe Roy (TUG] andl
Sormuel  Poglionini (TalTech) i “loumal o
Cryptogrophic  Enginesring [JCEN] " re e ot

“Towards High-speed #SIC Implementations of Fost-
Guantum Cryptography” by Mok Frron (TalTech), Alkotor
Hikater [TUG), Sujoy Sinhar Roy (TUG), and Sarnuel Poglicrini
(TalTech)in the “JEEE Transcactions on Cirouits and Systers
It Exress Briefs™ Read more about the publication ot
hitps:} feprint ic

Congrartulations to aill cuthors!

This project has received funding from the European Union’s Horizon 2020 research and

innovation programme under grant agreement No 952252
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== OUR PROJECT
==

o ™0 cvasst m of IATIST X 43 arhancm o ochieve B e Se projec
Jom e sommthc ot tecmncingics from 2021 fa 2023 Sulch upon e
apacy of Tolien Untverty of aditng inong competence: of
scrnciogy Faflect] inthe Sex of TafTmch in ciceely wiciec Peich, = b
rere Secuty, 1o be ochievesd complemaniec By e echic know-
TG Netwasing Sciviie: wt by how ct the Twiring parnen I tee

Gem Zecusty Week 2003 wcx fwid tom 43
Seztamear, and e SATTST Summar School of 2003
ko jock phoce Lncer e cusices of B The man
tapic of tha samemer 1zhoct were

Funtrme Zecaity.

SckeChorrel

.
+ Pevocy,
+ Secure Crptogachic moiementaton
+ Secumy Veetcctior.

e td crogramme § ovalaole of
—

Tharm wers 13 SAPEST parfcipanty, morty IS, bom Sve
Aferert courtres cHending and NG I 1z the
cumiors = e Gooz Secsty Week In 2000,

rmkwsmAm’mm:u T — =
Jairtly our
:Mom-“rmmnaﬂ:ﬁa—
Hghighiea i e reviout secton

“Mutpietet Derign of Kigh-lpeed Vary Large Corukes
Nutipications” Dy Levent Atioy. Deoopeys Toy Mok
Irvon, ond Samuel Pogharnl i Pa proceeding: of 004
29% Asia ond South Packic Deegn Autcmaton
Corfecerce [AP-DAC|. Teod 'he Doper of

e o o

Congmuision 4= o ssman! —= =

NDW LATTS VIDEO OM YoUTUE

hiox recceded o ot W
R”.lpﬂ‘bhw ma.r'os
SHghechool audence hat sasicins how we cor pet
Aghal sgnchumt out of computer chipx. Mo thate
Sonchires, we Con il wiarher G SR & cuhenris o

PUP ot of STAN. memary St

—a o EL TN R tor 1ezirty e vane anGreeTg Gne
[ st CHFSAUM, KL Lauvmn, TUM Catances dde Snarrel tach, and
ana Ty Gz haoworswo®ese oo et
mwect At
ISSUE NO & | DECEMAER 2023 FAGES

023 17 M meskngs ook siace orine ond
aanded by ) a® memtes fom Taffech, 2 Yom KUL

Tetn, 1 o Tk 5 S0 TUM, oz T b TG, A8
ace e aw e o

Tl cTern e e lesshonom YOV,

Tace warn chc nine physical ihed-dem o
200 4 CrRE e TN ik 70 T STme 2 TLMK S 1
TUG TSR o Talech el | ToTech T30 vibed TUM.

WRAP-UF OF SAFET PROBCT

The SATEST croject & e anc of O pect
wiich mcrka tha end of e piarmed e cyce of i s
pater Nemctiona coopenion project

Ancwnat aide  nar beerd S of the proiect concided
= e apnton of gobd corona pandermic, whch
cousac mod of e szhonget i Eecome Weud - mote
o 130 onlee meetnpe. big ond ok, hawe ke
px.bou.m:wn-&.--mml

m*-ran- coureves o he
m;—m p-.,ummhmﬂ

s
fread Foemcton o maling lit, & sewtietien ke +ir
Sre. @ webate, YouTube charnel, leateh and posters.

SAFEST

By nomecrs domt ihe end of e profect mos e end of

Confirum uncer new colatonstione. 50, 1ee pou Sround

This project has received funding from the European Union’s Horizon 2020 research and

innovation programme under grant agreement No 952252
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